Out of Office Policy

Introduction 

<NAME OF THE ORGANISATION> has produced this policy to protect the organisation’s equipment, information and computer network against accidental or deliberate compromise in an out-of-office environment. This policy is applicable to all the staff in <NAME OF THE ORGANISATION> and sets out the general principles for out-of-office IT security and emphasises the need for staff commitment at all levels. Each of us, irrespective of our job or grade, has a responsibility to ensure that this policy is adhered to and that risks are minimised, so that the security of <NAME OF THE ORGANISATION>’s equipment, its information and computer network is not compromised. It is important that staffs that have a requirement to use IT equipment, in out-of-office locations, understand and appreciate the need for this policy and comply fully with it.

This policy is designed to minimise the security risk. It is by no means exhaustive, but simple security measures will reduce the risk to official information stored or processed on a computer used in an out-of-office environment. The main tenet of this policy is that: 
· All the security procedures pertaining to an office environment apply equally to the use of equipment at home, in hotels or in public places.

· Equipment and documentation should be secured when not in use. 
· The equivalent of a ‘clear desk policy’ is in operation when not working.
· Access to the computer and its information must be restricted to authorised persons only.
· Passwords should be protected.
Scope of the Policy

The scope of this policy covers IT equipment supplied by <NAME OF THE ORGANISATION> and includes:
· Staff with PCs at home or other approved locations.

· Staff with laptops for use at home.

· Staff permitted to work at home on a temporary basis.

· Laptop users on outside business, including conferences, etc.
· Staff issued with laptops, PDA, Mobile and other equipment.
Password systems and Procedures

· The <NAME OF THE ORGANISATION> network is a ‘Protectively Marked’ system and is accredited up to and including ‘Restricted’ level. Under no circumstances must data of a higher protective marking (“Confidential” and above) be transmitted across the network. 
· No protectively marked data should be saved to the local hard drive of devices for longer than is reasonably necessary.
· It is the user’s responsibility to read and understand <NAME OF THE ORGANISATION>’s security policies and standards for using an official device to process information, whether at home, in transit, in hotels or in the office.
· Passwords must be used to control access via VPN to <NAME OF THE ORGANISATION> network and these passwords must be memorised and NOT recorded or written down.
· Passwords must be maintained in line with the Network Security Policy governing identification and authentication of users and must be centrally recorded and kept in the office safe.
· When computers are in use, users with operating systems Windows NT, 2000 or XP must use the computer’s lock facility, if the computer is to be left unattended for a short time.
Security and Public Transport

· Special care must be taken when using public transport. The use of laptop cases with manufacturer’s names or logos displayed on them identifies the case as being likely to contain a computer and increases risk. Staff using public transport must keep the laptop with them at all times.
· Thieves operate in cars parks. Staff should plan ahead in order to avoid the need to transfer IT equipment into the boot of a car in a public place when the car is about to be left unattended. Incidents have occurred where car boots have been forced open and property stolen.
· In general, staff should be vigilant when carrying laptop cases in any public place.
Security of Home Systems

· All devices supplied by <NAME OF THE ORGANISATION> must be asset tagged in line with <NAME OF THE ORGANISATION> policy.
· When locating devices at home, ensure they are not in plain sight to passers-by or casual visitors. For laptops and other portable devices all reasonable measures should be taken to secure them.

· Where possible, home use equipment should have physical security in place.
ANTI-VIRUS Updates

· <NAME OF THE ORGANISATION> has an anti-virus policy to protect the network from attack. This mechanism includes virus updates for all desktop and laptop computers. It is a requirement of use of those devices that the anti-virus procedures are followed at all times. Out-of-office devices not connected to the network regularly may not have up to date anti-virus protection. Users must ensure that anti-virus software is kept up to date. To achieve this, users may find it easier to bring the device into the office for an anti-virus update, while connected to the network, rather than update it over off-site slower connections.
· IT security is everyone’s responsibility and staff have a responsibility for the protection of <NAME OF THE ORGANISATION>’s network against virus attack, via IT equipment in their charge. If there is any suspicion of infection, it must be notified immediately to the IT Officer, so that an investigation can be undertaken.
Use of Devices Owned by <NAME OF THE ORGANISATION>
· Any devices owned and supplied by <NAME OF THE ORGANISATION> to staff must only be used for authorised <NAME OF THE ORGANISATION> activities in accordance with the policies. 
· No personal devices shall be connected to, or used on, <NAME OF THE ORGANISATION>’s network, nor may they be used to store <NAME OF THE ORGANISATION> data. All devices owned by <NAME OF THE ORGANISATION> will be detailed in an asset register and asset tagged. The devices supplied by <NAME OF THE ORGANISATION> remain the property of <NAME OF THE ORGANISATION> and must be returned when demanded by <NAME OF THE ORGANISATION>
· Devices supplied by <NAME OF THE ORGANISATION> must be returned to <NAME OF THE ORGANISATION> immediately they are no longer required for the purpose for which they were provided.
AT-Home Users

· At-Home users have a specified base and must access the network via the Secure Remote Access service (VPN) use a secure logon procedure.
· At-Home users must be authorised according to <NAME OF THE ORGANISATION> policy. Their account and full details of their access privileges will be recorded.
· Equipment supplied by <NAME OF THE ORGANISATION> is for official use only and must not under any circumstances be used by family, friends or anyone else. Furthermore, users should have no expectation of privacy, as <NAME OF THE ORGANISATION> has the right to monitor the use of IT facilities to ensure compliance with this and other Information Security policies. Monitoring covers activities whilst accessing the network, including e-mail and Internet use.
Off-Site Users

· Off-Site users are defined as those who have a need to travel and access central services, using a <NAME OF THE ORGANISATION>-owned device.
· Off-Site users must access the <NAME OF THE ORGANISATION> network via the Secure Remote Access service, using a secure logon procedure.
· Off-Site users will be authorised according to <NAME OF THE ORGANISATION>’s policy. Their account and full details of their access privileges will be recorded.
· Equipment supplied by <NAME OF THE ORGANISATION> is for official use only and must not under any circumstances be used by family, friends or anyone else. Activities whilst accessing the network, including e-mail and Internet use, may be monitored.
Local Data Storage and Back-UP

· Protectively marked data must be as properly protected in an out-of-office environment, as it would be in the office. 
· Where local data storage is used on any device, the user is responsible for making back-up copies of the data. Where this data includes protectively marked material, it should be saved to a network file share. In exceptional circumstances, data may need to be saved to a memory stick or portable hard drive. In such cases, users must password protects the data, if that option is available. Back-ups must be securely stored and locked away when not in use. 
· Users must save their data to the server to ensure back-up is carried out in line with the <NAME OF THE ORGANISATION>’s back-up procedure. Outlook accounts should be synchronised with the server. 
Loss of Equipment and Information

· The loss of equipment, including the circumstances, must be immediately reported to the local police and to <NAME OF THE ORGANISATION>’s IT Officer.
· The protective marking of any documents lost with the equipment, held on any media or the disc drive of the lost device, must also be stated.
· Staff should be aware that the loss of equipment/information may lead to disciplinary action.
Training

· The IT Officer will ensure that staffs using Secure Remote Access are fully aware of vulnerabilities associated with this service, so as to minimise the security risk. The IT Officer will also set out for those staff their responsibilities and accountability for the security of both the data and equipment.
· Secure Remote Access users will be required, as a condition of connection, to sign an undertaking that they have read and understood the various IT Security policies and accept that their general use of the service and in particular their use of the e-mail and internet may be monitored and that unauthorised use may result in disciplinary action.
Insurance
· Staff must take reasonable care of equipment supplied by <NAME OF THE ORGANISATION>. Staff will be liable for the loss or damage of IT devices, if they have failed to exercise proper care and control. Any negligent loss or damage to the equipment may be considered a disciplinary matter.

Data Protection
· Advice on security of information is covered in <NAME OF THE ORGANISATION>’s Information Security Policy. In addition, staffs are reminded that storing data of a personalised nature may have data protection implications. Staff must familiarise themselves with <NAME OF THE ORGANISATION>’s guidance on the processing, storing and retention of personal data. 
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